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Excecutive Summary

The use of cloud computing technologies for digital transformation and innovation has
become an essential step carried out by governments around the world, including
Indonesia. The government of Indonesia (GoI) has introduced several policies to
facilitate the country’s digital transformation agenda and improve the delivery of public
services. The GoI issued Government Regulation No. 71 (GR 71) regarding Operation of
Electronic System and Transaction in 2019 and introduced the Palapa Ring fibre-optic
upgrade plan to form the backbone of the national telecommunications system. It has
also announced a plan to develop Government Cloud or an integrated National Data
Centre (NDC) (locally known as Pusat Data Nasional (PDN)), aiming to consolidate and
streamlines various public service applications toward an electronic-based government
system (Sistem Pemerintahan Berbasis Elektronik (SPBE) or electronic government
(e-government) system.

Despite this progress, the adoption of cloud computing in Indonesia, especially in the
public sector, has been limited. The country’s e-government is still on early stage of
adoption according to E-Government Development Index (EGDI) rank. The United
Nations’ E-Government Survey 2020 shows that Indonesia EGDI ranked 88, out of 193
countries. Behind other comparable countries such as Malaysia which ranked 47. This
fact indicates that digitalization of public services in Indonesia needs to be further
improved. There are fundamental issues that may impede the cloud adoption which
include the quality and access to infrastructure, the lack of digital talent, and the need
for a more supportive policy and regulatory frameworks concerning cloud computing in
Indonesia.

This study aims to provide an overview of the adoption of cloud computing in
Indonesia's public sector, discuss some of the crucial advantages and the challenges
faced by public sector customers, measure the economic impact of cloud technology,
and formulate policy recommendations. This study is expected to contribute to
unlocking the full potential of cloud computing, particularly in improving public
services. To achieve those objectives, this study uses a mixed-method approach which
includes quantitative and qualitative approaches. The study conducts a survey, focus
group discussions, and interviews with IT personnel and decision-makers in public
sector, including Local and Central Government agencies, universities and hospitals
located in 5 provinces, namely DKI Jakarta, West Java, East Java, Bali, and Gorontalo.
Below are some key findings found in this study:

The prospect of cloud adoption in this sector is expected to increase, although cloud
computing services right now is still used by only small percentage of institutions in
Indonesia’s public sector. Only 30%, out of 169 public institutions surveyed, indicate that
they are familiar with cloud services, with a low number in health or hospital sector
(8.8%) and Local Government (25%). However, the prospect of cloud adoption in
Indonesia’s public sector is bright, as there is nearly 40 % of public organizations who
plan to use it in the future.
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The cloud technology adoption in Indonesia’s public sector is mainly driven by the
institution’s goals to improve its operational objectives, service quality, and organization
productivity, rather than cost-efficiency reasons. The majority (75%) of public
organizations using cloud services, reveal that they use cloud services to improve their
operational effectiveness, followed by to improve service quality (71%), to increase
organization productivity (61%), to promote information sharing and coordination
(53%), and to flexibly change the scale (51%). Moreover, many public institutions adopt
cloud technology only as an additional or extension of on-premises and colocation, only
when they consider the existing capacity no longer enough to fulfil the organization
needs and it does not involve sensitive data.

Infrastructure as a Service (IaaS) is the most preferred by the majority of public
institutions to build applications, websites, as well as to store data, where they tackle
the development from scratch. Around 18% of public agencies surveyed have used
cloud services for applications, website, file storage/sharing, and email. Nearly 50 of
public institution that are currently using cloud and almost 33% public organizations
that plan to use cloud services mention Infrastructure as a Service (IaaS) as type of
cloud service model that they are either currently using or plan to use. This, once again,
indicated that cloud in public sector is used more for capacity expansion reasons.

More than 27% and nearly 10% public institution using cloud indicates that their
institution gain cost saving around 0-10% and 11-20%, respectively. After cloud
adoption, the number of annual applications developed increases from nearly 4
applications to more than 6 applications and the average time spent by citizen for
accessing application increases from about 7 hours to more than 8 hours, showing
higher usage of IT services provided by public institutions by the general public. The
average unplanned downtime per month decreases from 3.7 hours to 0.5 hours and the
number of critical time incidents drops from nearly 2 times per month to 0.3 times per
month. The security incidents per month also decrease from 1.7 hours per month to 0.6
hours per month. Finally, the utilization of cloud services in public institutions reduces
times required for managing server/database/application by around 21%, although the
number of staff required for managing server/ database/applications increased by 33%
as majority of these institutions remain running their legacy on-premises or colocation
server.

The cloud computing adoption is not only beneficial for the public institutions
themselves, but also Indonesian economy. The adoption of cloud computing
technologies in Indonesia’s public sector may increase the country’s GDP ranging from
IDR 2.8 trillion (0.03 percentage points GDP growth) to IDR 35 trillion (0.37 percentage
points GDP growth) and it may contribute to an increase of employment, by about 0.02
to 0.08 percentage points (creating up to 95 thousands new jobs). Interestingly,
however, the usage of cloud computing technology in Indonesia’s public institutions
may lead to a decrease in ICOR by about -0.1 to -1.23 percentage points, implying an
improvement of efficiency in overall economy.

FLYING HIGH ABOVE THE CLOUD: HOW THE ADOPTION OF CLOUD TECHNOLOGY IN PUBLIC SECTOR ELEVATE INDONESIA ECONOMIC DEVELOPMENT 6



At the sectoral level, the adoption of cloud computing may positively affect all economic
sectors, with the largest effects received by electronic and computer sector.
Interestingly, the general government services and other government services received
the smallest effect from the cloud computing adoption in Indonesia public sector,
indicating an improvement in government resource allocations, from less-essential
sectors to more fundamentals sectors. On top of improvement in efficiency, cloud
computing technologies adoption in Indonesia’s public sector may also increase labor
absorption in many sectors.

Despite those potential benefits, the adoption of cloud computing in Indonesia’s public
sector is facing several serious barriers and challenges. These impediment factors
include misconception on security risks and data privacy issues, lack of regulatory
certainty and legal support, unclear procurement system and cost of cloud adoption, as
well as lack of skills and supporting broad band infrastructures. For example, majority of
cloud non-users and users (or more than 55% and nearly 65%, respectively) mention a
concern about security and data privacy as the main factor preventing or limiting them
to use cloud. This concern is rooted in the desire to operate agencies’ own network and
distrust to share it with other parties. This problem is caused by prevalent
misconceptions about security and data protection in a cloud environment as many
government officials cannot fully grasp the way data protection and security works in a
cloud system.

Uncertainty about the existing laws and regulations is another noticeable factor that has
hindered the adoption of cloud computing in public sector, as expressed by 33% of
non-users indicates more than 25% of cloud users. This barrier is related to security
risks and data protection issues. Although the existing laws and regulations, such as
GR71 and Minister of Communication and Informatics Regulation No. 5/2020 (MR5),
have provided legal frameworks for the cloud computing services in Indonesia, there
remains a level of ambiguity, uncertainty, and fragmented regulatory environment for
cloud computing in Indonesia.

The NDC initiative, part of the legal framework for e-government services—Presidential
Regulation No. 95/2018 (PR 95), should also be used to contribute to higher level of
cloud computing adoption in Indonesian public institutions. To prepare the NDC, which
is targeted to be completed in 2024, the Minister of Communication and Informatics
(MoCI) has issued two Circular Letters (CL), i.e.: CL No. 5/2020 and CL No.3/2021. These
two circulars contradict each other and create confusion among public institutions,
hindering the creation of a holistic and favourable regulatory environment for public
institutions to adopt cloud.

To truly leverage the potential of cloud in improving Indonesia’s public services and fully
elevate the country economic development, there must be a better collaboration
between stakeholders to provide solutions of the issues, especially for the GoI. First,
there should a favourable regulatory environment for cloud. This can be done by
improving understanding among government officials about security and data
protection in cloud; implementing data accountability mechanisms and developing a
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data classification framework; and preventing potential contradictions between Central
and Local Government. Second, there should be strong and workable cloud strategies
and adoption plans. This can be implemented by identifying the priority and specifying
the scope of government cloud migration; starting with small pilot projects and
restraining from reinventing the wheels; and establishing strong cloud foundation and a
new coordinating unit for digital government.
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Chapter 1
Introduction

1.1 Background

Cloud computing—delivering infrastructure, services, and software on-demand via
the networks, has recently gained much attention in the private and public sectors.
Cloud computing, often called "the cloud", has become a foundation for delivering
mobile and content services as an alternative to the traditional computing
environment. For the public sector, it provides a mechanism for digital public
services to be distributed in a more agile, faster, and cheaper mannered compared
with traditional information technology (IT) infrastructure, improving better public
services and increasing economic growth. As a result, the cloud is increasingly
recognized as a core technological building block for digital transformation and
innovation in many countries worldwide, including in Indonesia.

The implementation of Indonesia's digital transformation agenda has significantly
driven the utilization of cloud computing technology as one of the critical enablers
for this transition. For example, the GoI's determination to implement cloud
technologies is indicated by the enactment of Government Regulation No. 71 (GR
71) regarding Operation of Electronic System and Transaction in 2019 and the
Palapa Ring fibre-optic upgrade plan. It has also announced a plan to develop
Government Cloud or an integrated National Data Centre (NDC) (locally known as
Pusat Data Nasional (PDN)). The NDC consolidates and streamlines various public
service applications toward an electronic-based government system (Sistem
Pemerintahan Berbasis Elektronik (SPBE) or electronic government (e-government)
system.

Despite such progress, the adoption of cloud computing in Indonesia, especially in
the public sector, has been limited and far behind other countries. The demand for
cloud services in the country has been driven primarily by the private sector. Some
of Indonesia's major e-commerce and ride-hailing apps, such as GoTo and Grab,
have used cloud computing technology to speed up the SME's digital adoption by
setting up a digital payment and delivery system and adopting business analytics
tools. In contrast, the country’s e-government is still on early stage of adoption
according to E-Government Development Index (EGDI) rank. The United Nations’
E-Government Survey 2020 shows that Indonesia EGDI ranked 88, out of 193
countries. This is far behind other countries in the region, such as Singapore (11th),
Malaysia (47th), Thailand (57th), and Brunei Darussalam (60th). This survey results
indicate that digitalization in providing public services in Indonesia needs to be
further improved.

The GoI needs to address fundamental issues that may impede the cloud adoption,
both in the private and public sectors. Several underlying challenges related to the
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quality and access to telecommunication infrastructure, adoption of international
best practices on data and digital policies, and the lack of digital talents have
hindered the utilization in the Indonesian public sector. Moreover, there are also
policy and regulatory uncertainties, inconsistencies, and fragmentations concerning
cloud computing in Indonesia. Some of provisions in Indonesia’s existing legal
frameworks related to cloud services have created ambiguity and disconnected
policy and regulatory ecosystem. For example, Indonesia’s restrictive localization
policies regulated in GR 71 make the internet less accessible and secure, more
costly and complicated, as well as less innovative.

Against the backdrop above, therefore, it is of interest to further understand the
cloud computing adoption in Indonesia's public sectors. This study provides an
overview of the adoption of cloud computing in Indonesia's public sectors,
discusses some of the crucial advantages and the challenges faced by public
sectors, measures the economic impact of cloud technology, and formulates policy
recommendations. This study is expected to contribute to unlocking the full
potential of cloud computing, particularly in improving public services. It suggests
that the policymakers and regulators must tackle the existing policies and
regulations related issues that may prevent the public sector from adopting cloud
solutions swiftly. The government's cloud-first policy should be directed toward
forward-looking regulations that further stimulate cloud adoption instead of
hindering it.

1.2 Objectives

This study aims to evaluate cloud computing adoption in Indonesian public sectors.
The following several objectives to be achieved by this research.

1. To map out the current condition of IT and cloud adoption in Indonesia’s public
sector

2. To estimate the economic impacts of cloud adoption in Indonesia’s public
sector

3. To identify some key issues and challenges (infrastructure, skills, regulatory,
etc.) that hinder a wider adoption of cloud computing in Indonesia’s public
sector

4. To offer some policy recommendation for improving the adoption of cloud
computing in Indonesia’s public sector

1.3 Methodology

This study uses a mixed-method approach which includes quantitative and
qualitative methods to precisely meet the research objectives. We conducted a
survey, focus group discussions (FGD), and interviews with IT personnel and
decision-makers in the public sector, including local and central government
agencies, universities and hospitals located in 5 provinces, namely DKI Jakarta, West
Java, East Java, Bali, and Gorontalo. The sample composition of the survey collected
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using a purposive sampling method. It consists of Central Government Agencies
(12%), Local Government Agencies (40%). Universities (28%), and Hospitals (20%). In
addition to survey, Focus Group Discussion (FGD) and interviews, this study
conducts a quantitative analysis using Computable General Equilibrium (CGE) to
estimate the effects of cloud technology adoption in Indonesia’s public sector on the
economy.
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Chapter 2
Cloud Computing:

Definition, Characteristic, Type, and Deployment Models

2.1 Definition

There are many definitions of cloud computing in the literature. Nevertheless, there
is not any single, universally accepted, definition that gives a complete and sufficient
description of the nature of this concept. However, there are two dominant
definitions of the cloud that describe the core aspects of this term in a
comprehensive way. First, according to Berkeley RAD Lab, cloud computing refers
to:

“Both the applications delivered as services over the Internet and the
hardware and systems software in the datacenters that provide those
services” (Armbrust et al., 2009).

Second, the United States National Institute of Standards and Technology (NIST)
defines cloud computing as:

“A model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (e.g. networks,
servers, storage, applications, and services) that can be rapidly provisioned
and released with minimal management effort or service provider
interaction” (NIST, 2011).

OECD (2014) points out that the first definition focuses more on the purpose of the
cloud computing, while the latter concentrates more on its components. It further
states that the cloud computing can be understood as a service model for
computing services based on a set of computing resources that can be accessed in
a flexible, elastic, on-demand way with low management effort. In short, the cloud
refers to a combination of multiple technology tools, commercial offerings, and
delivery models delivering computing services that can be accessed via the internet
instead of residing in the company’s own IT infrastructure. With the cloud,
consumers, both in public and private sectors, can buy computing services and
have them up and ready to use in a short period of time, rather than weeks or
months that this would take otherwise. This reduces entry barriers, increases
business flexibility, and significantly lowers the costs.

The cloud economy is built on two key principles: economies of scale and global
presence. Economies of scale save organizations money as cloud providers offer IT
resources in large quantities at lower cost. When businesses use these shared
resources, they avoid the substantial upfront capital expense of purchasing their
own infrastructure (Miller, 2009). Any information system can be accessed simply
with a computing device and an Internet connection (Bommadevara et al., 2018).
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Furthermore, with a pay-as-you-go model, users pay only for the resources they
actively use, increasing or decreasing the capacity as needed. The contracting entity
pays exclusively for the service it has actually consumed (Miller, 2009). The global
reach of cloud computing also provides substantial savings. When servers no longer
need to be hosted on-premises as they can be located and accessed from anywhere
in the world, businesses can dramatically reduce labor costs (Bommadevara et al.,
2018). This is because their IT teams no longer need to spend time deploying and
maintaining complex hardware on-site. Furthermore, cloud adoption will alleviate
concerns about predicting IT infrastructure capacity throughout the investment
period and shifting technical risk to the cloud services provider.

2.2 Cloud Computing Characteristics

Based on the definitions of cloud computing above, Table 1 shows several
characteristics that are generally inherent in the cloud computing, though they are
not necessarily a feature of every cloud computing solutions offered. These
characteristics shed further light on the concept of cloud computing.

Table 2.1: Cloud Computing Characteristics

Features Descriptions
On-demand
self-service

A customer is enabled to directly "order" the required
resources, such as processor time and storage capacity
through the electronic control panel provided. So there is no
need to interact with customer service personnel if you need
to add or reduce the required computing resources.

Elimination of
up-front
commitment

Users of cloud services do not have to make heavy, upfront
IT investments allowing the consumers to start small and to
successively increase hardware and software resources only
when needed. In addition, small and medium enterprises or
institutions have a much easier and more affordable access
to state-of-the-art applications and platforms which were
only available for larger companies before.

Pay-as-you-go
and short term
use

Users are able to pay for their use of cloud services on a
short-time basis thereby only paying for the time they use
the computing resources and release them when they do not
need them anymore. Companies are thus able to reduce
capital expenses (CapEx) and convert them into operating
expenses (OpEx). While “short term use” emphasizes more
on the short term work such as application development and
testing.

Rapid scaling or
rapid elasticity
and adaptability

The computational capacity provided can be elastically and
quickly provided, either in the form of increasing or
decreasing the required capacity. For customers themselves,
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with this capability, different demand and dynamic capacity
requirements will be quickly adjusted.

Measured
services

Available cloud resources must be managed and optimized
for use, with a measurement system that can measure the
use of each computing resource utilized (storage, memory,
processor, bandwidth, user activity, and others). Thus, the
amount of resources used can be transparently measured
which will be the basis for the user to pay the service usage
fee.

Network access The available services are connected through a broadband
network, especially to be adequately accessible via the
connection through public (internet) and / or private
networks and accessible via different platforms.

Resource pooling Cloud service supplier, providing services through grouped
resources in one or more data center locations consisting of
a few servers with a multi-tenant mechanism. This
multi-tenant mechanism allows several computing resources
to be used jointly by a number of users, where these
resources, both physical and virtual, can be dynamically
allocated to the needs of users/customers on demand. These
computing resources include storage media, memory,
processors, network bands and virtual machines.

Source: NIST (2011), Armbrust et al. (2009), and Schubert et al. (2010)

2.3 Types of Cloud Services

Cloud computing can also be grouped based on the type of computing technology
that is provided as the services. As the definitions given by the Berkeley RAD Lab
above, cloud computing covers a wide range of services, encompassing software,
platform and infrastructure services. Accordingly, multiple and diverse cloud
computing service models exist. Each model shares similarities but has its own
distinctive differences. Selecting a service model typically depends on the trade-offs
between cost, complexity, and security. Very often, multiple service models are
used, each suited to meet different needs.

Table 2.2 below shows the three categories of cloud computing according to type of
computing technology that is offered as the services. On one hand, some services
offer a very high degree of flexibility and customization. On the other hand, others
provide a high level of convenience, but less flexible. Because of the service
variations, there is a wide difference in benefits and challenges, including policy
challenges, depending each services model

Table 2.2 Type of Cloud Service Model

Type of service
model

Description
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Infrastructure as a
Service (IaaS)

Infrastructure as a Service (IaaS) provides users with the
capability to procure and use processing, storage, networks,
and other fundamental computing resources easily. It
replaces the need for consumers to have their own servers
and data centers. Providers of these hardware virtual
machines offer access to raw computing resources, with a
high degree of flexibility. IaaS users are able to access
computational resources (e.g. CPUs), and run operating
systems and software on the provided computing resources.
IaaS offers more control and flexibility than any other
service model and can be easily scaled up or down as
needed. The flexibility for users is very high in the IaaS
model as there are only few limits on the kinds of
application that can be hosted on these services and the
users have responsibility for managing and updating the
operating system running on the application.

Examples: Amazon Elastic Cloud (EC) 2, Google Cloud
Platform, Azure, VMware, Zimory, and OpenStack
Users: Network Architects and tech administrators

Platform as a
Service (PaaS)

Platform as a Service (PaaS) provides users a more
structured platform to deploy their own applications and
services. It offers the same hardware resources as IaaS, plus
the operating system and databases. This consists of the
delivery, as a service, of a set of computing platforms
oriented to the development, testing, deployment, hosting
and maintenance of the client's own operating systems and
applications. PaaS enables users to develop, run, and
manage applications without having to build and maintain
an infrastructure. It can also help to streamline workflows as
multiple users can access the development application
simultaneously. This type of cloud services is useful for users
that need to develop their own custom applications.

Examples: AWS, Windows Azure Platform, the Google App
Engine, Cloud Foundry, Heroku, Github, Kubernetes, Docker
Users: Software developers and engineers

Software as a
Service (SaaS)

Software as a Service ((SaaS) is the most complete types of
cloud services, whereby the users can utilize the software or
applications via internet (either a thin client interface, such
as web browser (e.g. web-based email), or a program
interface), using only simple end user devices such as a
notebook or even a smartphone. It is a software licensing
and delivery model in which software is licensed on a
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subscription basis and is centrally hosted. In the SaaS model,
cloud users directly access the applications of the cloud
provider and therefore have the convenience of not having
to manage the underlying infrastructure or the capabilities
of the applications (NIST, 2011). It services comprises
applications for specific business processes and purposes.
The spectrum of examples is very wide, ranging from e-mail
applications used by consumers to business applications
and integrated management software solutions such as
customer relationship management (CRM) tools, document
management or accounting solutions.

Examples: Slack, Trello, Office 365, Salesforce, Dropbox
Users: End-users

Source: OECD (2014), NIST (2011), Armbrust et al. (2009)

2.4. Cloud Deployment Models

It is also important to differentiate among different cloud computing according to
how and where each cloud technology is deployed and whether the resources are
shared with multiple customers. One of key indicator for the differences is how
much a user utilizes its own data center vs utilizing the cloud provider’s data center.
Table 3 below describes various deployment models.

Table 2.3: Cloud Deployment Models

Cloud
deployment

model
Description

Traditional IT This is not considered as a cloud, because cloud
technologies are not used, and thus this model does not
provide any of the characteristic mentioned above.

Data center
colocation

This also is not considered as a cloud, since it does not
utilized cloud technologies. It does exhibit some of cloud
characteristics, such as pooled resource and a possible
usage of charging system for services used the customer.

Managed private
cloud

In this model, the organization buys a cloud service from a
provider but demand the cloud supplier to dedicate certain
resources only for the organization’s use. All the features of
a cloud service are in place in this model, but the resource
pooling is limited.

On-premises
private cloud

This model often referred to as an on-premises private
cloud. It is only deployed and operated for a single
organization. It can be located on organization’s sites or
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off-site. In this model, the user (company or institution)
implement cloud technologies to its own data center. This is
the most complex model to be adopted by organization and
is traditionally the most costly model, as it is hardly achieved
the benefits resulting from economic of scale, except if the
organization itself is very large.

On-premises
shared cloud

This model is an extended version of the on-premises
private cloud. The difference is that, in this model, the
computing resources are shared with external parties
outside the organization. This model is also often referred to
as a community cloud, where deployment and operation are
conducted for several organizations that share common
interests. It may be owned, managed, and operated by one
or more of the organizations in the community, a third party,
or some combination of them, and it may exist on or off
premises.

Public cloud This model is most commonly referred to as the cloud, when
they talk about the term. The cloud is provided for open use
by the general public. Services in a public cloud are typically
owned by a cloud service provider. In this model, the cloud
provider manages all the computing infrastructure and sells
the cloud services to its customers. The customer uses the
services according to the agreement and does not need to
know the underlying infrastructure is managed.

Hybrid cloud In this model, the cloud infrastructure is a combination of
two or more distinct cloud infrastructures (between public,
private, and community), that remain unique entities, but
are bound together by standardized or proprietary
technology that enables data and application portability. A
common example might be the combination of an
on-premises private cloud and a public cloud model. This
hybrid model is usually adopted to solve some constraints
that preclude the users from adopting only one deployment
model.

Source: PWC (2021), Shuleski, et al. (2016), OECD (2014), Zwattendorfer and Tauber
(2013)

Chapter 3
Cloud Adoption Trends and Use Case in Indonesia’s

Public Sector

3.1 Cloud Computing Adoption in Indonesia’s Public Sector

To map the adoption level of cloud computing in public sectors in Indonesia and
observe the several obstacles faced by public sectors to using the technology, CSIS
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has conducted a survey in five provinces in Indonesia, namely Jakarta, West Java,
East Java, Bali, and Gorontalo. The survey reveals that cloud computing services are
used by only a small percentage of institutions in Indonesia’s public sectors. Overall,
only 30 percent, out of 169 public institutions surveyed, indicate that they have
used cloud services, with the lowest occur in the health or hospital sector (8.8%) and
local government (25%). This figure is significantly lower than the cloud adoption in
Indonesia’s private sector, which according to PwC (2021) has reach 89 percent.

However, the prospect of cloud adoption in Indonesia’s public sector is quite bright,
as there is nearly 40 percent of public organizations plans to use it in the future.
Almost 56 percent of hospitals and 42 percent local government agencies indicate
that they plan to use cloud services in the future. Moreover, 54% of those public
institutions which plan to use cloud indicates that they will use cloud services within
the next three years, with nearly 20% plan to use it this year (2022).

Figure 3.1: Cloud Adoption in Public Sectors

Source: CSIS Survey

As hinted, cloud computing adoption in Indonesia’s public sector is currently still in
early phase of development. The majority of public institutions using cloud services
(52%), have just started in the last five years, especially during the pandemic
Covid-19 period. A large portion of these public organizations using cloud have
used either on-premise (63%) or colocation (23%) servers before. Less than 12% of
the 51 public agencies that have used cloud services never employed on-premise
servers or colocation; instead, they went directly to cloud services.

This implies that public institutions may adopt cloud technology only as an
additional or extension of on-premises and colocation, i.e., only when they consider
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the existing capacity no longer enough to fulfil the organization needs. The
explanation of the rationales for using cloud services in public sector, as well as the
reasons for not using cloud, stated below has confirmed such inference.
Furthermore, the information gathered during the Focus Group Discussion (FGD)
and interviews reveal that public institutions generally use the cloud just as a
backup for their existing on-premise servers or for running the applications or
services offered to general public that do not involve sensitive data.

3.2 Rationales to Adopt Cloud Computing Services

In Indonesia's public sector, cloud technology is primarily motivated by the
institution's desire to improve operational objectives, service quality, and
organizational productivity, rather than by cost-cutting concerns. Out of 51
public organizations using cloud services, nearly three fourths of them
reveal that they use cloud services to improve their operational
effectiveness. Other key reasons why Indonesia’s public agencies embrace
cloud technology are to improve service quality (71%), increase organization
productivity (61%), promote information sharing and coordination (53%),
and flexibly change the scale (51%).

Meanwhile, revenue improvement and cost efficiency are not a major
concern for the majority of public institutions surveyed, as their main
objective is not looking for profits. Only few organization using cloud
services aims to increase revenue/income (3.9%), convert IT cost (CapEx) to
OpEx (27.5%) and reduce cost (37%). Similar findings are also observed
among public institutions that are planning to use cloud. To improve
operational effectiveness is indicated by more than 42 percent, while
convert IT cost (CapEx) to OpEx and increase revenue are only revealed by
less than 13 percent and 7 percent, respectively.
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Figure 3.2: Reasons to adopt cloud technology for public sector

Source: CSIS Survey

Box 1. Bali Digital Transformation with Cloud

3.3 Type of Cloud Solutions and Type of Cloud Service Models
Adopted in Public Sectors

Among the Indonesian public institutions that have adopted various cloud
solutions, the most popular type of services are applications, websites, and
storages. Around 18 percent of public agencies surveyed have used cloud services
for applications, website, file storage/sharing, and email. Similarly, around 18% to
25% of public institutions which have not used cloud plan to adopt these type of
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cloud services. In contrast, other types of services, such as payment and
accounting, are used by only about 5 percent.

Figure 3.3: Types of Cloud Services Adopted in Public Sectors

Source: CSIS Survey

In term of cloud service models, meanwhile, Infrastructure as a Service (IaaS) is the
most commonly preferred by the majority of public institutions that have used or
plan to use cloud technology. Nearly 50 of public institution that are currently using
cloud and almost 33 percent public organizations that plan to use cloud services
mention Infrastructure as a Service (IaaS) as type of cloud service model that they
are either currently using or plan to use. This, once again, indicated that cloud in
public sector is used more for capacity expansion reasons.
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Figure 3.4: Types of Cloud Service Model Adoptions in Public Sectors

Source: CSIS Survey
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Chapter 4
Benefits of Cloud Computing in Public Sectors

4.1 Values of Cloud Computing for Public Sectors

In the previous chapter, we have observed that cloud computing is being used or
being considered by many public organization in Indonesia. It can significantly alter
the way public organizations access and utilize ICT products and services. By using
cloud computing public institutions can meet their ICT requirements using a
flexible, on-demand, and scalable model without need to worry either about
ownership on their part or provision of dedicated resources by the cloud services
providers. Both parties gain the benefits from the sizeable economies of scale and
scope that are possible under such an arrangement.

The Table 4.1 below shows potential benefits gained from the adoption of cloud
services. It is important to note that the magnitude of such benefits, the ability to
secure them, and the cost/benefit ratio attained depend on many specific factors
and will vary considerably. These include the current existing organization’s ICT
capital expenditure and systems, its current hardware and software architecture
(for example, many existing applications may not be “cloud-ready”), its staff and
management capabilities, as well as legal and policy constraints.

Table 4.1: Benefits of Cloud Computing

Benefit Description
Cost Saving Organizations can reduce or eliminate ICT capital expenditures and

decrease ongoing operating expenditures by paying only for the
services they use and, potentially, by reducing or redeploying their
ICT staffs.

Speed and Agility IT resources are easily accessible in a cloud computing environment,
reducing the time it takes to make them available to your
developers. This results in a huge boost in organizational agility
because the cost and time required to experiment and develop is
significantly reduced.

Flexibility Cloud computing offers more flexibility in matching ICT resources to
business functions than past computing methods. It can also
increase staff mobility by enabling access to business information
and applications from a wider range of locations and/or devices

Scalability Organizations using cloud computing need not scramble to secure
additional, higher-caliber hardware and software when user loads
increase, but can instead add and subtract capacity as the network
load dictates

Access to Top-End
IT Capabilities

Particularly for smaller organizations, cloud computing can allow
access to higher-caliber hardware, software, and ICT staff than they
can attract and/or afford themselves.

Redeployment of
IT Staff

By reducing or eliminating constant server updates and other
computing issues, and by cutting expenditures of time and money
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on application development, organizations can focus ICT staff on
higher-value tasks.

Focusing on Core
Competencies

Arguably, the ability to run data centers and to develop and manage
software applications is not necessarily a core competency of most
organizations. Cloud computing can make it much easier to reduce
or shed these functions, allowing organizations to concentrate on
critical issues such as (in government) the development of policy
and the design and delivery of public services.

Sustainability The poor energy efficiency of most data centers, due to substandard
design or inefficient asset utilization, is now understood to be
environmentally and economically unsustainable. Cloud service
providers, by using economies of scale and their capacity to manage
computing assets more efficiently, can consume far less energy and
other resources than traditional data center operators.

Source: Cisco IBSG (2009)

In Indonesia public sector, the improvement in productivity and quality of public
services is perceived higher, compared to the efficiency aspects. The lion’s share of
respondents using cloud agree (strongly agree and agree) that cloud adoption in
public institutions can increase scalability (80.4%), achieve strategic goals (75%), and
promote innovation (73%). By contrast, only around 50 percent of respondents
(strongly agree and agree) with the potential benefits that cloud can lower initial
investment (55%), reduce IT costs (57%), and decrease operational costs (54%).
Furthermore, only less than one fourth of respondents agree (strongly agree and
agree) that cloud can increase the revenue.
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Figure 4.2: Views on Some Benefits of Cloud Services

Source: CSIS Survey

It seems that a majority of the public institutions do not consider cost efficiency and
increasing revenue as primary objective of their institution and this is also applied
to cloud adoption. This fact is also revealed in our FGD and interview sessions with
many representatives from various public institutions in several provinces. For
various reasons, majority of these institutions continue running their on-premise or
colocation server/data centers, although they have used cloud services.

The respondent’s perceptions about the benefits of cloud services above are also
in-line with their opinion about the real effect experienced by their institutions
following the utilization of cloud services. For example, majority of respondents felt
that their institution gain some benefits after using cloud. These include, among
others, improved service quality (94%), time saving (86%), reducing the number of
outrages/downtime incidents (78%), and improved variety of service (77%). In
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contrast, only less than 18 percent of respondents reported that their institutions
experience an increase in revenue after using cloud services.

Figure 4.3: The Improvement in Several Organizational Aspects after Using Cloud Services

Source: CSIS survey

4.2 Cloud Computing Reduce Costs

By adopting cloud computing, theoretically, a public organization can reduce costs,
resulting from, for example economies of scale. It is chiefly because the institution
does not need to purchase, set up, run and maintaining technology services, data
center, property, electricity, and security. It does not have to buy extra capacity
upfront to consider for planned growth or to deal with the peak load of the system.
Instead of having to invest heavily in data centers and servers with inadequate prior
knowledge of their ultimate usage, the cloud’s pay-as-you-go system allows users to
only pay for computing resources that are used. By using cloud services, the users
can convert capital expense into variable operational expense.

The cloud allows public organizations to streamline technological operations and
greatly boost efficiency. Using cloud will cut down the cost of internal IT support
staff as some functions of the internal IT support will be carried out by the cloud
provider. Finally, by cutting down staffs and operations and maintenance expenses
for data centers, the public institutions are also able to shift their focus toward
improving services for their consumers.
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Our survey reveals that about half of public organizations using cloud allocate
about 10 percent of their total yearly IT spending for cloud. This figure is also
similar to the budget allocation for on-premise/colocation infrastructure for those
which have not used cloud services. About 48 percent of them indicate that they
allocate about 10 percent of total IT expenditure for on-premise/colocation server.

As for the effect of cloud adoption on organization’s cost savings meanwhile, the
survey results show that about half of respondents using cloud do not know or do
not want to tell how much their organizations have estimated to save after
adopting cloud services. This high percentage of non-response answer may, once
again, also reflect that cost saving is not seen as the main benefit targeted by many
public institutions in Indonesia when they use cloud. For those using cloud and
responding, meanwhile, more than 27 percent and nearly 10 percent indicate that
their institution attained cost savings around 0-10% and 11-20%, respectively.
Interestingly, moreover, more than 15 percent of them reported an even higher
cost saving of 20% or more.

Figure 4.4: Cost Saving Impact of Cloud for Public Sectors

Source: CSIS survey

Taking a deeper look into public institutions’ IT spending structure, the survey
found that, despite a decrease in investment spending, public institutions surveyed
recorded an increase in operational costs after using cloud services. The adoption
of cloud decrease initial investment (CapEx) by 31%, but increase operational costs
by 35%. This is due to the fact that, according to our findings from the FGD, the
majority of public agencies that use the cloud still run their own on-premise or
colocation server/data center.

Figure 4.5: Changes in Investment and Operational Spending before and after cloud
adoption
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Source: CSIS survey

4.3 Cloud Computing Improve Efficiency and Productivity

Related to cost saving, adopting cloud-based solutions enables public institutions to
shorten processes and streamline operations, increasing efficiency and
productivity. Cloud platforms provide public agencies with access to numerous
productivity tools that they can employ to strengthened administrative and
operational processes, and remotely transfer information among various
stakeholders. This will allow better analysis on the existing processes, which can
enhance workflow management and spot barrier on problem. Moreover, this can
generate a pool of data that can be utilized to gather understanding for future
decision-making, monitoring, and evaluation of public services.

By using cloud services, public agencies can improve their productivity by allowing
the organization, especially their human resources, to focus more on high-value
tasks, instead of managing infrastructure. According to our survey, cloud service
usage has led to a significant time savings while simultaneously increasing the
number of IT administrators and developers. The utilization of cloud services in
public institutions reduces times required for managing
server/database/application by around 21 percent, a decrease from 6.7
hour/day/person before cloud adoption to become 5.2 hour/day/person after cloud
adoption. However, after cloud adoption the number of staff required for managing
server/ database/applications become 16 people, up from about 12 people before
using cloud.

This may happen because the majority of these institutions continue running their
on-premise or colocation server/data center, although they have used cloud

FLYING HIGH ABOVE THE CLOUD: HOW THE ADOPTION OF CLOUD TECHNOLOGY IN PUBLIC SECTOR ELEVATE INDONESIA ECONOMIC DEVELOPMENT 28



services. Public institutions that have already had their own servers are still very
reluctant to migrate to the cloud entirely. Thus, the use of the cloud requires an
additional staff for both managing the original server and cloud, which eventually
increases the institution’s overall IT spending.

Figure 4.6: Improvement in Labor Productivity

Source: CSIS survey

4.4 Cloud Computing Improve Agility and Allow Public Services to
Scale

Cloud computing also allows public institutions to scale up their public services and
respond to people’s demand dynamically. By using cloud services, they are able to
handle demand spikes without service interruptions, as the technology support can
be scaled up quickly and easily when necessary, such as when the organization
faces a peak demand period before the deadline of filing of online tax returns. In a
cloud computing environment, software solutions, data storage, and computational
capacity can be expanded with only a few clicks (or automatically), allowing the
public agency to be highly flexible in adapting with people needs. Likewise, unlike
using traditional ICT infrastructure, using cloud computing allows the deployment
of ICT to be dramatically reduced from weeks to just minutes.

Moreover, the cloud’s capability to rapidly provide computing resource allows
public agencies to initially test their plans without having to devote much time and
resource in setting up the required infrastructure. If the plans do not function well,
they can simply terminate the cloud services, and thus avert further costs. In
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contrast, if the plans do operate well, they can promptly scale up their use of cloud
services as needed.

Due to a per-use basis or pay-as-you-go service charging mechanism, the public
institutions do not have to speculate anymore about their future infrastructure and
capacity needs. By using the cloud, public organizations can access as many or as
few resources as required and step up and down in a short notice. Therefore,
migrating to cloud will prevent issues where the public agencies may over-purchase
computing resources that end up unused or encounter resource crunch when
traffic peaks. These benefits promote innovations in public sector and improve user
experience.

In this regard, our survey asks about agility benefits of cloud computing and finds
that the utilization of cloud computing in Indonesia’s public sector increases the
annual number of applications developed by public agencies and the average time
spent by citizens/users engaging with public apps. In particular, after cloud
adoption, the number of annual applications developed increases from nearly 4
applications to more than 6 applications. At the same time, the average time spent
by citizens for accesing applications also increased from about 7 hours to more
than 8 hours.

Figure 4.7: .Cloud Adoption Improves App Development

Source: CSIS survey

The survey results further reveal that some public institution representatives claim
that their organizations’ revenues have experienced an increase after using cloud
services. Nearly 10% and 4% of the respondents claim that after using cloud
services their institutions experience an increase in revenue, amounting 0-10% and
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11-20%, respectively, although the majority of respondents state that they don’t
know the effect of cloud adoption on the earning of their institution.

Figure 4.8:. Estimated Revenue Increase

Source: CSIS survey

4.5 Cloud Computing Increase Resilience

Another benefit of cloud computing is an improvement in organization resilience.
The adoption of cloud computing in public sector can also improve the resilience
through customized business continuity and disaster recovery (BCDR) mechanisms
that can spread and/or mirror data and workloads throughout several data centers
in different geographic locations on a near real-time basis. With independent
regions (multiple availability zones within each region and multiple physical data
centers within each availability zone), hyper-scale cloud providers, like Amazon Web
Services (AWS), are developed to prevent single points of failure and provide
accessibility to system health monitoring. This helps public organizations reduce
geographically concentrated risks without the cost and complexities of operating
multiple data centers themselves. The result improved operational continuity of
public institution by offering high availability technologies and protection from
external attacks.

Our survey found that using cloud improves the resilience of public institutions in
various aspects. The average unplanned downtime per month decreases from 3.7
hours before cloud adoption to 0.5 hours after using cloud. Moreover, the average
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resolution time declines by nearly 40 percent, from 3.6 hours before cloud adoption
to 2.6 hours after cloud adoption. Improvements in agility can also be seen in the
critical/peak time incidents. The number of critical time incidents drops from nearly
2 times per month before the adoption of cloud to 0.3 times per month after cloud
adoption. Finally, using cloud also reduces time on security-related matters
incidents per month which decrease from 1.7 hours per month before cloud
adoption to 0.6 hours per month after cloud adoption.

Figure 4.9: Cloud Adoption Builds Institutional Resilience

Source: CSIS survey
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Box 2. Cloud Offers Environmental Benefits
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Chapter 5
The Economic Impact of Cloud Computing Adoption in

Indonesia’s Public Sector

5.1 Impact on Economic Growth, Investment and Labor Absorption

The cloud computing adoption is not only beneficial for the institutions using it, but
also Indonesian economy as a whole. To quantify the benefits of cloud computing
adoptions, some studies conducted a computable general equilibrium (CGE)
analysis using developed countries, cases such as US, Europe and Japan. Etro
(2009), for example, found that the implementation of cloud computing
technologies contributed to the annual growth rate of Europe by between 0.05
percent and 0.3 percent. Meanwhile, West (2010) from Brookings Institute revealed
that due to cloud adoption, cost saving in IT related expenditure in US government
agencies is between 25 and 50 percent. Lansiti and Richards (2011) also showed
that could adoption has increased US GDP by 0.83 percent to 0.99 percent per year
(or 8.64 percent to 10.37 percent over the next 10 years).

In Japan, Ozu and Kasuga (2014) used Dynamic Stochastic General Equilibrium
(DSGE) to estimate the impact of cloud computing diffusion on Japanese
macroeconomics and found that the diffusion of cloud computing use has a 0.10
percent GDP boosting effect for a fast adoption case scenario and a 0.059 percent
GDP boosting effect for a slow adoption case scenario. Using some micro evidence
for the DSGE model simulation, Tamegawa, Ukai and Chida (2014) concluded that a
10 percent adoption rate of pure cloud computing associate to a 10 upward shift in
production function. They further indicated that while cloud computing system
stimulated an upward economic growth path in the initial stage, the path became
stable in the final stage.

As for Indonesia, there are only few studies that have quantified the effect of cloud
computing diffusion and none of them have ever tried to analyzed the cloud
adoption in public sector. A study conducted by Anshory (2020) tried to assess the
effects of new and disruptive technologies, including cloud computing, on the
Indonesian economy. This study used a recursive-dynamic multi-regional
computable general equilibrium and applied sector- specific labor productivity
shocks to the model, representing the effect of the new technological changes on
the economy. It found that an increase in labor productivity did not only increase
sector value-added (by producing the same amount of output for less cost), but
also increase the level of output. Overall, this study showed that the adoption of
disruptive technologies cause an additional of 0.5% in Indonesia’s GDP growth per
year.
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Later on, to isolate the impact of cloud services adoption in, PwC (2021) used the
Frost and Sullivan (2018) finding and its own survey finding. By assuming a 12.5
percent of proportion of investment in cloud technology to total investment of all
new IT investment, PwC study estimated that the cumulative productivity benefit to
the Indonesia economy of cloud adoption will be about US$10.7 billion from 2021
to 2025.

To fill the gap in the literature of cloud computing adoption studies in Indonesia,
this current research tries to assess the impact of cloud adoption in public sector
on several economic indicators. Following Anshory (2020), this study use a recursive
dynamic CGE model called IndoTERM CGE model to quantify the effects of cloud
adoption in Indonesia public sector on macroeconomy. In this model, cloud
adoption by Indonesia’s public sector is assumed to be part of the investment to
increase Total Factor Productivity (TFP). Further detail explanations of the data
structure of CGE model applied in this study can be seen in the Appendix.

This study use three simulation scenarios. First, based on historical data of TFP
growth in Indonesia, this study used a TFP shock of 2 percent increase in public
sector TFP. It assumes that the effect of cloud computing adoption in public sector
is equal to the average historical TFP growth in Indonesia. In the other words, this is
the base-line scenario and the most conservative scenario. Second, using this own
survey results presenting in the previous chapter, this study applies simulation of
10 percent increase in public sector TFP. As revealed in the previous chapter, the
majority of institution that have used cloud (or 27%) indicated that their institution
gain cost saving around 0-10%. Third, expanding the assumption using in the
second scenario to private sector, this study also conducts simulation of 10 percent
increase in public and private sector TFP. The increase in TFP in the public sector
due to the use of cloud in the public sector will also be experienced by private
sector with the same large increase in TFP, which is 10%.

Figure 5.1 illustrates the effect of cloud adoption in Indonesia’s public sector on the
country’s GDP growth, ICOR, and employment. It shows that the adoption of cloud
computing technologies in Indonesia’s public sector may increase the country’s GDP
growth, ranging from IDR 2.8 trillion (0.03 percentage points) to IDR 35 trillion (0.37
percentage points). Moreover, the utilization of cloud computing by public agencies
in Indonesia may contribute to an increase of employment, by about 0.02
percentage points.

Interestingly, however, the usage of cloud computing technology in Indonesia’s
public institutions may lead to a decrease in ICOR by about -0.1 percentage points
to -1.23 percentage points. The decrease, amid the increase in GDP growth, can be
interpreted as an improvement of efficiency in overall economy. It means that after
cloud adoption in public sector, the production of economic outputs now requires
less capital to produce similar level of output. In other words, there is a decrease in
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the Incremental Capital Output Ratio (ICOR), which is positive for the economy in
general.

Figure 5.1: The Impacts of Cloud Adoption in Indonesia’s Public Sector on Key
Macroeconomic Indicators

Source: CGE Model, 2022

5.2 Impact on Sectoral Outputs

As seen in figure 5.2., the increase in TFP caused by the adoption of cloud
computing may positively affect all economic sectors, with the largest effects
received by electronic and computer sector. The increase in electronics and
computer sector is ranging from 0.052 percentage point to 0.261 percentage points.
This result is expected as the demand for hardware and software will be increased
with the higher adoption of cloud technology.

Interestingly, the general government services and other government services
received the smallest effect from the cloud computing adoption in Indonesia public
sector. For example, the other government services increase by only 0.0001
percentage points for the first scenario. This result may indicate that the adoption
of cloud computing in public institutions improve government resource allocations,
from less-essential sectors to those more fundamental.
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Figure 5.2: The Impacts of Cloud Adoption by Indonesia’s Public Sector on Sectoral
Output

Source: CGE Model, 2022

5.3 Impact on Sectoral Labours

Despite improvement in efficiency, cloud computing technologies adoption in
Indonesia’s public sector may not generally reduce labor absorption. In fact,
according to our model in all three scenarios, the adoption of cloud computing
services in public organization may increase labor absorption in many sectors. In
total, the use of cloud computing in public sector create up to 95 thousands of new
jobs. The largest increase occurs in the food and beverages sector, ranging from
0.091 percentage points in scenario 1 to 1.11% in scenario 3. Moreover, labor
absorption in the electronics and computers sector may also experience a relatively
large increase. One explanation for this scenario is that the two sectors have a high
degree of backward linkage with the public sector. Further details on the impact of
cloud adoption in public organizations on sectoral labor absorption can be seen in
Figure 5.3.
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Figure 5.3: The Impacts of Cloud Adoption Computing by Indonesia’s Public Sector on
Sectoral Labor Absorption

Source: Estimation of CGE Model, 2022

Overall, these CGE estimation results are similar to findings from our survey, where
there is an increased labor absorption in the public sector. As discussed in the
previous chapter, while the adoption of cloud computing by public institution
reduces the time used for server, database, and application management, it also
increases the number of IT workers needed for those actions. The increase occurs
because most of the surveyed institutions still use their on-site or colocation server
or data center even if they have utilized cloud services.
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Chapter 6
Barriers and Challenges of Cloud Computing Adoption in

Public Sector

6.1 Security Risks and Data Privacy

Despite various potential benefits explained in the previous chapters, the adoption
of cloud computing in Indonesia’s public sector is facing several serious barriers
and challenges. Figure 6.1 provides a list of reasons that prevent public institutions
to utilize the cloud, while Figure 6.2 specify barriers and challenges faced by public
institutions that have used cloud services. These two figures indicate that there are
various, yet similar, factors that cause public agencies to avoid using cloud services
or limiting their use. These include absence of knowledge of cloud benefits, security
risks and data privacy, uncertainty of regulatory and legal support, limited budget
for IT investment and high cost of renting cloud service.

Figure 6.1 Reasons not to Adopt Cloud Technology for Public Sectors

Source: CSIS survey

Security risks and data privacy are the most notable factors preventing and limiting
public institutions from using cloud services. The majority of cloud non-users and
users (or more than 55 percent and nearly 65 percent, respectively) mention a
concern about security and data privacy as the main factor preventing or limiting
them to use cloud. This concern is more prevalent in the health sector or hospitals
as some data, such as patient history, are considered too sensitive to be stored in
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the cloud. Moreover, the existing regulation, such as Law No. 36/2009 on Health,
prohibit storing data outside the hospital.

Figure 6.2: Challenges in Adopting Cloud Services

Source: CSIS survey

This concern for security and privacy appears to come from agencies' desire to run
their own networks and mistrust of sharing them with outside parties. From this
issue, public institutions in Indonesia use the cloud as an extension of their
on-premises and colocation servers when traditional deployment options are no
longer sufficient to meet the organization's objectives and do not involve sensitive
data. Based on our FGD and interviews, interestingly, we find that distrust issues
exist not only between the public institutions and third-party-private cloud
providers, but also between government institutions, such as between Local
Government and Central Government agencies. Many public institutions continue
to believe that the data loss guarantee offered by various third-party cloud
providers is unsatisfactory, albeit this partly relies on how the public institution is
using cloud technology as well. Meanwhile, many Local Government agencies are
afraid that the data centralization obligated by Central Government will make it
difficult for them to access the data due to typically long bureaucratic procedures.
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Box 3. Sectoral Ego in Indonesia

This distrust issue on data protection and security of cloud services is caused by
prevalent misconceptions about security and data protection in a cloud
environment. Many government officials cannot fully grasp the way data protection
and security works in a cloud system. Many of them believe that adopting cloud
services from third-party providers means that they must fully give away their
control over security and data protection processes, potentially increasing risks.
However, this is not correct as security solutions may be more strongly applied and
reinforced by public sector institutions on a system-wide basis with cloud
computing.

Similar misconceptions also apply to data localization, a policy that requires that
data must be hosted within Indonesia jurisdiction to maintain security. In the cloud
environment, the data protection and security are not only the responsibility of
cloud provider but also the customer. The security depends out on the policies that
customers decide to apply. Since they basically have full control and ownership
over their data. For example, a customer may choose to share his or her account
password with another person, who may then breach the customer's trust. In this
case, there is no better preventive security procedures that could be applied, even
if the data is stored within Indonesia.
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Another typical misconception hindering cloud adoption is that cloud providers
have full access to the data that is stored on their platforms and can be used to
provide instructions with access to user-hosted data. This is not true as, in fact,
most of the current cloud computing security measurements has included robust
encryption keys which the customers maintain to protect their data against any
unwanted or unwarranted access. There are no viable methods for cloud provider
to access the data stored on their platform, as any encrypted data would effectively
be rendered useless without correct decryption keys.

6.2 Uncertainty of Regulatory and Legal Support

Regulatory and legal support is the second most noticeable factor that prohibits
and impedes the application of cloud computing in public sector. Uncertainty about
the law and existing rules has kept around 33% and 11% of non-user cloud
institutions from using cloud, respectively. Similarly, more than 25 percent of cloud
users indicate that uncertainty of regulatory and legal support is one of the most
important challenges for the cloud utilization in their institutions.

The regulatory and legal support are largely related to security risks and data
protection issues (discussed previously). In Indonesia, there is no law which
specifically regulates the providers of cloud computing services. However, the
characteristics of cloud services, that provide various kind of computing services
such as server, storage, database, software and other services, can be indirectly
linked to several related regulations on private data protection and electronic
information technology. These regulations include, for examples, Law No. 11/2018
on Electronic Information and Transaction (EIT), Government Regulation No.
71/2019 (GR71) on Implementation of Electronic System and Transaction, Minister
of Communication and Informatics Regulation No. 5/2020 (MR5) on Private
Electronic System Operators, and the Presidential Regulation No. 95/2018 on
E-Government (PR 95).

Although these laws and regulations have provided legal frameworks for the cloud
computing services in Indonesia some of them have created ambiguity, uncertainty,
and a fragmented policy and regulatory environment of cloud computing in the
country. One of the ambiguities created from these regulations is an absence of a
clear position on the obligations (including registration obligation) for private
Electronic System Operators (ESOs).

For example, MR5, as the implementing regulation of GR71, clarifies registration
requirements and other obligations for private ESOs. It defines ESO very widely,
which principally covers nearly all types of electronic system providers including
those that may not create a risk to Indonesia’s national security, provoke social and
political unrest, or personal data infringement. In this regulation, cloud service
providers are perceived equivalent with other ESOs, such as social media and
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search engines. This causes confusion over the responsibility of the cloud,
particularly over personal data and authorizing enormous access for law
enforcement and regulatory purposes.

Meanwhile, Indonesia has restrictive data localization policies limiting cloud
computing adoption in public sector. According to the existing regulations, such as
GR71, cloud computing providers are required to fulfill certain obligations as public
service PSE, such as locating its Data Center (DC) and Disaster Recovery (DRC) in
Indonesian territory.

This restrictive data localization policy has made the internet less accessible and
secure, more costly, and complicated, as well as less innovative. Information
Technology and Innovation Foundation or ITIF (2021) shows that more stringent
data restrictions applied by Indonesia from 2013 to 2018 has contributed to 7.8
percent drop in the country’s gross economic output, lower productivity, and price
increases. For cloud service providers, in particular, data localization has prevented
them from applying cybersecurity best practices, such as through “sharding”, in
which data is distributed to multiple servers, even across the border in different
regions.

There is also obscurity surrounding the National Data Center (NDC) initiative, part
of the legal framework for e-government services—PR 95, that has contributed to
low level cloud computing adoption in Indonesia public institutions. The NDC is an
ambitioius project aiming to be a shared infrastructure/managed service to
improve efficiency among the central and local governments. To prepare this
project, which is targeted to be completed in 2024, the Minister of Communication
and Informatics (MoCI) has issued two Circular Letters, i.e.: CL No. 5/2020 and CL
No.3/2021. These two circulars contradict each other as the former requires all
public organizations to seek clearance from MoCI before procuring or leasing data
centers, while the latter outlines the requirement for cloud procurement according
to MoCI. This contradiction has created confusion among public institutions,
hindering the establishment of a holistic and favourable cloud computing
environment for public institutions.

Furthermore, the MoCI’s position for the public institution’s cloud usage beyond
2021 is still unclear. The CL No.3/2021 notes that ministries and other government
institutions may use their own data centers to increase the availability and capacity
of cloud computing services, although they must prioritize integration into a
National Data Center (NDC). This stance implies that cloud, especially the one
provided by third-party, has no legal certainty, limiting the utilization cloud services
in Indonesia public sector. As a result, it may negate the objective of leveraging
cloud services to enhance the delivery of e-government services.

6.3 Government Procurement System
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Other major barriers and challenges for cloud adoption in Indonesia's public sector
relate to the government procurement system, including cloud fees, institutional
budget constraints and its budget cycle. Our survey results found that around 31
percent and 29 percent of cloud non-users point out that limited budget for IT
investment and high cost of renting cloud services as reasons for not using cloud
services, respectively. Likewise, the expensive fee of cloud services and budget
cycle are mentioned as major impediments that hinder cloud utilization for around
50 percent of cloud users.

Some of public institution representatives in the FGD consider subscription fee for
cloud services as quite expensive given their limited institutional budget. While
some of them are aware of the potential gains of utilizing cloud services in the long
run, they also have concern over initial adoption costs, consisting of building new
applications that use the cloud platforms’ capabilities, moving the data and services
to new cloud platforms, and the possible risks related to the migration. As a result,
the benefits of cloud are often overlooked or downplayed in favour of the ease and
comfort of continuing with the existing IT system.

Moreover, some of them suggest that on-demand cloud financing model is not very
suitable for their budget cycle and procurement system, which need to issue a
budget plan at the beginning of the fiscal year. There are concerns that if the
budgeted resources are not used optimally, the absorption of the budget will also
not be optimal, affecting the budgeting process in the following year.

These problems stem from a poor understanding of cloud cost structures and the
utility procurement system. The government procurement process is prepared
based on a pay-once procurement models of hardware, software licenses and
consulting (CapEx), but are not capable to acquire cloud services, where expenses
accrue over time (OpEx). Some of the cloud-user representatives from public
institutions in the FGD and interview explain that it is just a matter of budgeting and
estimating skill of financial and IT department officials in predicting the
implementation or operation cost of cloud services according to their needs.

6.4 Skill and Human Resources

To effectively utilize cloud computing technologies, public institutions need to
ensure that their employees are armed with the right skills. The skills are not only
needed for the staff from IT departments who build the platforms or applications in
the cloud, but also for those from other departments. They include the ability to
understand how cloud influences procurement and budgeting decision, to
implement best practices for the migration to cloud, and to implement effective
cloud management and cybersecurity practice.
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Lack of skills and knowledge about cloud computing technologies are a stumbling
block restraining and restricting cloud adoption in Indonesia's public sector. Our
survey results reveal that lack of IT personnel who are knowledgeable about cloud
and insufficient knowledge about cloud are two impediments responsible for 20
percent and 17 percent of public institutions not using cloud services, respectively.
Similarly, more than 27 percent of cloud user institutions state that the availability
of manpower who are equipped with a good understanding of cloud computing
technologies as one of serious challenges for cloud adoption.

Demographic-wise, age has important role in technology adoption. Many
government agencies have older employees who have gotten used to traditional IT
infrastructure, while they are also facing talent shortages. As demand for cloud
computing skills increase rapidly, many institutions have difficulty in hiring and
retaining tech-savvy workers. Our survey find that nearly 59 percent of public
institutions retrain their existing staff, rather than use third parties (29%) and
recruiting new staff in order to meet their needs for IT experts who have good
understanding about cloud applications. This implies training, both for IT and
non-IT personnel, is needed for an effective cloud adoption and migration.

Figure 6.3: Public Institutions’ Way to Meet the Need of IT Experts for Cloud Adoption

Source: CSIS survey

6.5 Broadband Infrastructure

Another considerable challenge faced by Indonesia’s public sector in adopting cloud
services is connectivity problems. More than 43 percent of public institutions in our
survey indicate that poor internet connection is a major obstacle when using cloud
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services. This difficulty is caused by an absence of reliable supporting infrastructure
for cloud operations, such as broadband infrastructure. Based on a report issued
by BAKTI (2021), more than 12,000 villages in Indonesia still do not have a 4G
internet network. In addition, internet speed in Indonesia is also still far behind
compared to other countries. Indonesia is ranked 112 with a speed of 9-20 Mbps
for fixed broadband, even lagging behind neighbouring countries such as Thailand,
Malaysia, and the Philippines.

The internet network is the main foundation of the digital economy and the basic
infrastructure that the GoI needs to prepare for expanding cloud adoption across
Indonesia. Internet access, speed, and stability are the keys to migrating to the
cloud. Without adequate basic infrastructure, the adoption of digital technology for
public services can be hampered and not optimal. To encourage the development
of basic infrastructure, the GoI should provide incentive schemes for the private
sector to invest in broadband infrastructure that can provide universal benefits to
both public institutions and society.
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Chapter 7
Policy Recommendations

7.1 Create Favourable Regulatory Environments for Cloud

This study has shown that the adoption of Indonesia’s public sector is still limited
and not optimal. The small percentage of public institutions that have used the
technologies are still maintaining their on-premise servers, limiting the benefits that
could be obtained from the cloud solutions. Various barriers and challenges have
prevented and restricted the extension of cloud adoption in Indonesia's public
sector. These impediments include misplaced perception of security risks and data
privacy concerns, regulator uncertainty and legal support, procurement system and
cost of cloud adoption, as well as a lack of skill and supporting broadband
infrastructure.

To truly leverage the potential of cloud in improving Indonesia’s public services and
fully elevate the country's economic development, the government must provide
solutions to remove these barriers. Taking into account the current conditions and
issues of cloud computing in Indonesia found in this study and learning from other
countries’ experiences, such as explained in Abell et al. (2021), below are several
policy recommendations proposed by this study for developing an effective cloud
computing adoption in Indonesia's public sector.

Improve understanding about security and data protection in cloud

As previously explained, the privacy, security risks, and regulatory uncertainty are
the top impediments preventing and limiting cloud adoption in Indonesia's public
sector. To tackle these problems, the GoI has to improve its understanding of cloud
computing technologies, ending the misconceptions about security in a cloud
environment. These misconceptions have created uncertainty and ambiguity of
cloud policies and regulations in the country, as many of them associate data
security with data localization.

This misunderstanding on data security in the cloud environment has also partly
contributed to the emergence of the National Data Center (NDC) initiatives which
does not offer other alternative besides NDC. This policy restricts the utilization of
cloud services in Indonesia's public sector, reducing the potential gains from cloud
adoption for the delivery of e-government services. Moreover, the NDC project may
not be successful if implemented by the government alone, given its limited budget
and lack of expertise. This study has shown that lack of financial resources, skills
and human resources in Indonesia's public institutions and insufficient supporting
infrastructure are major stumbling blocks for cloud adoption in majority Indonesia’s
public agencies.
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Implement data accountability mechanisms and develop a data classification
framework

Rather than data localization and NDC, promulgating a regulatory framework for a
data accountability mechanism and building a data classification framework is a
more practical alternative for the GoI to protect data privacy of its citizens. This data
accountability mechanism should comply with the business and international
standards for data transfer mechanism between jurisdictions with different data
protection and/or privacy systems. The multilateral accountability-based
frameworks, such as the ASEAN Data Management Framework and the ASEAN
Model Contractual Clauses, as well as the Cross-Border Privacy Rules (CBPR) system
of APEC, can be used as references for a consistent set of standards and
requirements for data accountability of cloud services. These can help the GoI to
handily identify interoperability and equivalent data protection standards without
having to set particular obligations for each third-party provider or contract. In
addition to these regional approaches, the GoI may want to incorporate
international technical business standards, such as the ISO/IEC 27000 series
regarding data security.

At the same time, the GoI may want to refine its data classification. It can be used
as a tool by government to determine different levels of security measures and
protection requirements to different data categories, according to their estimated
risk effects in terms data criticality or sensitivity. With this risk-based data
categorization method, the government can easily decide how each type of public
sector data involved in the migration toward cloud process be classified and
handled accordingly.

For example, government data that is classified as highly sensitive or secret must
be deployed using private cloud, while those are categorized as large amount with
low sensitivity and few amount with medium sensitivity could be deployed using
public cloud and hybrid cloud, respectively. Moreover, to mitigate the incidents of
over-data classification, where data is classified as having a higher sensitivity level
than required, the GI may need to conduct regular trainings to increase their
officials’ awareness regarding the importance of the right implementation and
preservation of this risk-based data classification framework for cloud adoption.

Prevent potential contradiction between Central and Local Governments

To successfully develop well-functioning cloud systems, the GoI must be able to
prevent the occurrence of potential contradiction between Central and Local public
institutions. The contradictions may occur due to the ambiguity of policies and
regulations on the utilization of cloud services in public sector. As previously
explained, regulatory uncertainty, along with sectoral ego and the trust issues
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among government institutions have prompted some agencies to keep maintaining
their own existing servers and networks.

Some agencies are also still using their own-developed applications to deliver
e-government services due to compatibility and necessity issues. Furthermore,
some public institution representatives explain that their institutions have invested
a large amount of money to develop the existing systems or networks that are too
“big” to be abandoned. As a result, the GoI needs to develop clear and robust
policies and regulations that can facilitate or incorporate the existing legacy
systems, preventing opposition for system migration toward cloud services.

7.2 Develop Strong and Workable Cloud Strategies and Adoption
Plans

In addition, to create favourable regulatory frameworks so as to encourage public
institutions to use cloud computing technologies, the GoI should develop a clear
and robust cloud strategy. Such a strategy may include cloud migration and/or
implementation methods, supported by an encompassing policy, such as a
cloud-first strategy. This development of a national cloud first or cloud-by-default
policy could be interpreted as a sign that the GoI is open for cloud computing
technologies.

The GoI should also develop other mechanisms to facilitate cloud adoption, such as
the establishment of a proper government unit to promote cloud adoption and a
cloud procurement systems to help expedite the safe assessment and purchase of
cloud services for public sector. To develop and implement these strategies and
plans, below are several aspects that need to be considered by the GoI.

Identify the priority and specify the scope of government cloud migration

In order to adopt cloud computing, public organizations should prioritize cases of
cloud migration that have a high probability to be successful, demonstrate the
highest impacts, and build internal capacity. It may include, for examples,
citizen-facing services, back-office systems, and operational solutions. These use
cases are determined through a thorough risk assessment. In addition, it is equally
important for the policy makers to define the scope of cloud migration or
application developments as it will determine the success of cloud adoption
projects.

Due to limited resources and lack of appropriate and skilled management support,
a well-defined scoping of cloud migration or application is crucially needed to
eradicate a typical desire to address all citizen needs within a single project at once.
Thanks to the flexibility of cloud computing environment that make it possible to
focus on a single issue and to build a solution for specific need, and then improve it
with updates and adjustments, while the initial solution is being tested and used.
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Start with small pilot projects and no need to reinvent the wheels

Starting with small pilot projects needs to be considered to ease migration process
to cloud computing systems. It may be practical to pilot the cloud transition for
services that are easy to migrate and where a prompt progress can boost and
inspire the institutions to take bigger cloud migration with more resolute, deeper
understanding and better skills.

Meanwhile, to accelerate the process of cloud implementation, it may be more
practical, feasible and suitable to support public institutions to develop applications
using shared resources or open solutions that can be commonly tried and tested. In
other words, the agencies do not need to reinvent the wheel, as they can develop
solutions from the existing applications developed by others.

Establish a strong cloud foundation and a new coordinating unit for cloud

To develop a strong cloud foundation that can encourage innovations of public
service delivery, the GoI should set out the cloud empowerment as an essential
consideration when encouraging its digital transformation agenda. Cloud
empowerment strategies should be extended beyond a simple cloud-first policy,
and should function to build and carry out measures that can help the public
agencies to apply the policy with ease.

The cloud empowerment is essential as it leads other broader cloud support
policies and operationalizes them into action-ready steps for policy makers to
apply. This will help to strengthen the significant role of cloud as a foundational
technology and promote the application of cloud strategies across public
institutions as its associate with national strategic issues.

To materialize all the strategies above, the GoI may need to consider developing a
coordinating digital unit aiming to support public agencies in their digital
transformation, including in their cloud adoption processes and monitor the
implementation practices. This digital coordination unit consolidates IT
departments across public institutions to share their resources, skills, and
knowledge and best practices as well as underpin the creation of robust cloud
strategies. The existence of this unit can be used as a critical catalyst for cloud
adoption in public sector.
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Appendix

Computation General Equilibrium

For running the CGE model, this study uses several main data such as I-O Table,
Socio-Economic Balance System (SEBS), Labor Force Situation in Indonesia (Sakernas)
and other supporting data. The National I-O (I-O) Table used in this research is the latest
I-O Table published by Statistics Indonesia (BPS), namely the I-O Table 2016. The I-O
Table 2016 publication is different from the previous I-O Table. The I-O Table 2016 is the
result of the adoption of international recommendations on the preparation of
macroeconomic indicators. In this publication, the I-O Table is presented in terms of the
basic price in addition to the buyer's price. BPS compiled the I-O Table 2016 with a total
of 185 sectors.

The detailed structure of I-O Table can be seen in Figure A.1. The matrix contained in I-O
Table consists of the input absorption matrix in each industry, the joint product matrix
and the joint tax matrix. The column of the absorption matrix shows 6 economic actors,
namely domestic producers, investors, households, exports, government and
inventories.

Figure A.1. Input-Output data on the general equilibrium model
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The CGE model that was constructed to analyze the purpose of this research has a
sector classification based on the I-O Table 2016. To obtain the objective of this
research, we aggregated the sectors into 30, and highlighting most of the discussion on
public services related sectors.

Table A.1. Aggregation of sectors in research (30 sectors) based on the I-O Table
2016

No Sector No Sector
1 Agriculture 16 Construction
2 Mining 17 Trade
3 Food and Beverages 18 Transportation Serv
4 Textile, Garment and Leather 19 Hotel, restaurant and accommodation
5 Wood Industry 20 Telecommunication
6 Paper and Publishing 21 Information and communication

technology (ICT)
7 Refinery Oil 22 Financial Serv
8 Chemical and rubber 23 Real Estate
9 Non-metallic minerals 24 general government services
10 Iron Industry 25 Education serv (government)
11 electronics and computers 26 Health serv (government)
12 electric machinery 27 Other Services (government)
13 Vehicle Industry 28 Education Service (Private)
14 Other Industries 29 Health Service (Private)
15 Electricity, gas and water 30 Other Services
Source: Statistics Indonesia
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